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Abstract 

Many energy inefficiencies in buildings can be 
attributed to errors in control logic. This may be 
because of faulty hardware or incorrect programming. 
Within the context of a framework for testing building 
control, this paper evaluates controller operation using 
only monitored data. For a real building in operation, 
the performance of its control is analyzed with KPIs, 
and the causes of control errors are investigated 
automatically in the cloud. Possible improvements are 
suggested and the control code is updated using 
components from the open-source automation library 
AixOCAT. The process results in a better 
understanding of system behavior for the user. 

Introduction 

Propelled by the signing of the Paris Agreement in 
2015, the reduction of worldwide CO2 emissions and 
energy consumption and the increase of thermal 
comfort has come into greater focus, where the 
building sector was identified as an important player 
with an overall impact of 36% on global energy 
consumption (United Nations Environment 
Programme, 2021). Within the building sector, faulty 
control logic or software is one of the main reasons for 
energy inefficiencies (Ceccolini & Sangi, 2022). 
Therefore, this work proposes a method to evaluate 
building control, detect faulty behavior, and give 
suggestions for improving the control. 

In this work, a fault is defined from Iserman (2005) as: 
“an unpermitted deviation of at least one characteristic 
property (feature) of the system from the acceptable, 
usual, standard condition.” 

While there were not many Fault Detection and 
Diagnosis (FDD) tools for building automation 
systems (Katipamula & Brambley, 2005), the research 
has been growing steadily in more recent times. There 
are many branches of FDD methods as defined by 
Venkatasubramanian et al. (2003) where monitoring-
based fault detection with Key Performance Indicators 
(KPIs) falls under the Statistical Quantitative 
category. 

Other testing methods include hardware-based and 
software-based testing. Hardware-based methods tend 
to employ redundant hardware, which is costly, while 
software-based testing includes overhead in 
maintaining software and its required computing 
resources (Rajabpour et al., 2015). A technique for 
software-based testing is using artificial data for 
training testing algorithms (van Stiphoudt et al., 
2021), which was shown to ease the testing effort. 
Experimental data was examined by Bode et al. (2020) 
and they concluded that using artificially generated 
data for machine-learning FDD methods requires 
significant transformations before it can be applied in 
real-life testing. 

Related research 

There has been much research in the field of fault 
detection for building automation systems, especially 
for model-based methods (Blum et al., 2021, 
Scharnhorst et al., 2021). FDD that relies on 
simulations has the advantage of being able to run tests 
under controlled conditions, which helps in isolating 
faults and validating the FDD method. When it comes 
to data-based methods, also referred to as data-driven, 
the research is growing as well (Og, 2015, Norford et 
al., 2002). In comparison to model-based evaluation, 
data-based evaluation has the advantage that 
computational resources for simulations and 
customized interfaces for models are not needed.   

A common aspect of fault detection methods in 
general is the evaluation with KPIs, which are used in 
different ways and may lack a unified structure or 
implementation methodology that aids in 
benchmarking (Ceccolini & Sangi, 2022). 

Fayed (2019) developed a framework for data-driven 
fault detection and action derivation, which was 
validated against monitoring data from a cooling 
system in a non-residential building. Even though the 
framework is not available as an open-source solution, 
it describes a steady state detection tool, which has 
inspired this work. 



                                                                                                                                                   

 

This work aims to provide an automated data-based 
evaluation method in the cloud for building control, 
with the end goal of being an open-source solution. 
The calculations and feedback from the test method 
are performed in the cloud and are available through a 
web interface, to facilitate access and alleviate 
computing needs for the users, such as control 
engineers and building maintainers. 

Methodology 

In the following, an evaluation method for building 
control is described. The control is considered as the 
system under test (SUT) and the objective here is to 
automatically evaluate its performance using only 
logged data. Specifically, based on a set of time-series 
data describing the control behavior and controlled 
system reaction, i.e., setpoints and measured values, 
the evaluation method calculates KPIs for the control 
quality and recommends specific changes to improve 
the control. Figure 1 illustrates the main steps of the 
method, which are described in detail as follows. 

Figure 1: Flow of the control evaluation method 

Pre-processing 

Using a graphical user interface (GUI), logged data is 
submitted to the evaluation method in the form of a 
csv file. The data should include the setpoint and the 
actual (measured) values used by the controller under 
test, as well as a time column or index. While it is 
preferable to have equally spaced data recordings 
w.r.t. time, the method accepts input data with non-
equidistant recordings as well. The method then 
checks the data in the cloud and adapts it, if needed, 
by recasting the time index into an appropriate format. 
Then the time steps of the recorded data are checked: 
the finest acceptable resolution is per-second, and if 
multiple recordings take place in a given second, only 
the last recording is kept. This is done to minimize 
processing complexity, especially since data from 
HVAC systems do not usually show significant 
change in under a second. 

The next step is to classify the data to identify the 
setpoint and process variable columns. A sophisticated 
approach was implemented by Bode et al. (2019) 
where an unsupervised clustering algorithm was used 
to classify the time-series data. However, this process 
does incur an increased computational effort and has 
some limitations in identifying data compared with 
supervised algorithms. In this work, the process uses 
simple rule-based classification: it checks which 
headings contain the substrings “set” and “act”/ 
“mea”, respectively. These estimates can either be 
confirmed or manually replaced with the correct 
headings by the user.  

After the pre-processing of the data is complete, the 
evaluation can begin, which is also run in the cloud.  

Data analysis: Steady-state detection 

The first step in the actual evaluation algorithm is to 
detect if the data represents a system in a steady state. 
This dictates the possibility of using appropriate KPIs, 
such as the steady-state error as done in this work. The 
steadiness of the system state is evaluated using an X-
bar and S chart, which is known to be a robust method, 
especially against noisy data (NCSS, LLC. 2022). 
These charts use the mean and standard deviation 
values, signified respectively by the “X-bar” and “S” 
in the name of the chart, to estimate if the data implies 
the system is in a steady state or not. As these charts 
require defining control quality thresholds, standard 
values from literature are used in this work, such as 
those provided by MoreSteam.com LLC. (2011). 
Furthermore, these charts function at best on data with 
a normal distribution shape, which can be considered 
by the user when uploading their data, but is not 
strictly required. 

If the algorithm detects a steady state, then the steady-
state error KPI is calculated. This value can be 
exported as part of a JSON-based report, making it 
easy for both humans and machines to understand. The 



                                                                                                                                                   

 

exported steady-state error KPI can be used to 
benchmark the control against itself after consecutive 
iterations of evaluation and reconfiguration using the 
presented method. 

Data analysis: Cyclic behavior detection 

Cyclic, or oscillatory, behavior in building control can 
be a sign of component hardware faults or poor control 
parameter tuning (Salsbury, 2006). It also puts extra 
strain on the automation system components and 
results in higher energy consumption (Fütterer, 2017).  

The evaluation methodology attempts to detect cyclic 
behavior, first by detecting the peaks and valleys in the 
data using the peak detection algorithm by Billauer 
(2009), then by checking if there are more than two 
consecutive sets of peaks and valleys and if these 
extrema alternate. Billauer’s peak detection algorithm 
(2009) enables defining the minimum amplitude 
between peaks and valleys, which can be customized 
according to the data, for example, in order to ignore 
noise. If cyclic behavior is found, the cycle length 
(duration) is estimated using the average distances 
between peaks and those between valleys. Afterward, 
cycles due to seasonalities, such as daily weather 
changes, are ignored by filtering out cycles with a 
length of 1 day or more. This has the limitation that 
control cycles that span the length of 1 day or more are 
not considered, therefore in a future implementation, 
considering cycle detection based on the fast Fourier 
transform algorithm can generate more accurate 
results by considering cycles of dynamic length, albeit 
being more computationally intensive (Bergman, 
2016). 

After cyclic behavior is detected and cycle lengths 
estimated, possible reasons for the cyclic behavior are 
listed, and solution steps are suggested, based on 
expert knowledge collected from control theory 
literature, such as those by Jelali, (2010), Golnaraghi 
et al. (2010), and Domański (2020). The solution 
suggestions are supplemented with exemplary 
function blocks that are compatible with IEC61131-3, 
the standard for programming controllers 
(https://plcopen.org/iec-61131-3). Specifically, these 
blocks are from the OSCAT automation library 
(http://www.oscat.de), which is currently included as 
a sub-component in the open-source AixOCAT library 
(https://github.com/RWTH-EBC/AixOCAT). 

Data analysis: Cumulative integral KPIs 

Lastly in the evaluation workflow, the following 
cumulative integral KPIs are calculated for the whole 
duration of the time-series data, where the time 
interval starts with 𝑡1 and ends with 𝑡2: 

 IAE – Integral Absolute Error 

න |𝑒(𝑡)|𝑑𝑡
௧ୀ௧ଶ

௧ୀ௧ଵ

 
(1) 

 ITAE – Integral of the Time Weighted 
Absolute Error 

න 𝑡 ∙ |𝑒(𝑡)|𝑑𝑡
௧ୀ௧ଶ

௧ୀ௧ଵ

 
(2) 

 ISE – Integral Square Error 

න 𝑒(𝑡)ଶ𝑑𝑡
௧ୀ௧ଶ

௧ୀ௧ଵ

 
(3) 

Here e is the error between the setpoint and measured 
value at time step t: 

       e(t) = setpoint(t) – measured_value(t) (4) 

In addition to being used in literature, these KPIs are 
chosen because they can signify practical aspects of 
the control behavior: the IAE may indicate a 
relationship to economic performance, can penalize 
cyclic behavior, and is suitable for noisy data; the 
ITAE penalizes later control errors more than earlier 
errors, which is an advantage when testing with small 
datasets and it can indicate system robustness against 
oscillations; and the ISE can indicate overshooting or 
aggressive control. (Domański, 2020, Fütterer et al., 
2017)  

The KPIs are calculated for each time step in the data 
to illustrate KPI growth over time. The gradients of the 
corresponding functions are also plotted to better 
judge if control performance is improving with time. 
Additionally, tips specific to the KPIs, which are 
based on control theory knowledge (Jelali, 2010, 
Golnaraghi et al., 2010, Domański 2020), are 
displayed to help the user interpret the KPI results and 
to understand the system behavior. 

Control improvement 

Based on the hints from the evaluation in the previous 
steps, the user is recommended to improve specific 
aspects of their control, for example, by checking 
certain hardware components or by re-examining their 
methodology in the control code. The testing method 
does not have access to the actual tested control code, 
therefore the recommendations are generalized to an 
extent, and users may judge which recommendations 
are more relevant. Afterward, the user can deploy their 
changed code, or install new control components, and 
collect new monitoring data for evaluation. The 
duration of collecting the new monitoring data 
corresponds preferably to that of the original 
monitoring data from the first step, after some 
reinitializing time of the updated control has passed. 
Afterward, the new monitoring data can be analyzed 
once again and the control further improved. 

Use case and discussion 

The evaluation methodology in this work is applied to 
a hardware system in operation, in order to 
qualitatively assess the algorithm. 



                                                                                                                                                   

 

Figure 2: Schematic of the preheater including the 
installed sensors 

System under test 

As a use case for testing the presented method, the 
controller of a preheater of an air handling unit (AHU) 
is selected. The AHU is installed inside a real non-
residential building with some offices, where the AHU 
conditions the supply air. A monitoring system is 
installed, which records the data of various sensors 
and actuators of the system. Figure 2 shows the 
schematic of the preheater and all of the corresponding 
sensors. For the airflow, the volume flow and the 
temperature at the inlet of the heat exchanger are 
measured. The temperature at the outflow of the heat 
exchanger (in a dotted circle) is currently calculated 
based on the heat transfer. This entails that the supply 
temperature setpoint is also calculated, for a more 
stable energy balance in the system. On the hydronic 
side, the supply and return temperatures for the 
primary and secondary circuits are measured and 
monitored. A sensor in the secondary circuit tracks the 
volume flow of the water. The actuator signals from 
the pump (revolutions per minute) and the valve 
(opening) are also monitored. As for the control, the 
pump is controlled by an on-off controller that turns 
on when the outdoor air temperature falls below 8 °C, 
as part of the manufacturer’s frost protection program 
for the AHU. Within the temperature range of below 

8 °C, a PI controller manipulates the preheater valve, 
which takes the water supply temperature as input. 

Monitored data 

The preheater control is examined by considering the 
setpoints and the actual values of the air supply 
temperature. The time range of the monitored data is 
around 7 hours to have relatively stable weather 
conditions for evaluating the control. The data chosen 
spanned over a period of time when the outside 
temperature was below 8 °C, so that the preheater was 
actually operating. The sample data used for this use 
case are plotted in Figure 3. 

Analysis 

In the first analysis step, the mean and standard 
deviation functions displayed through the X-bar and S 
chart confirm that the data does not show a steady state 
of the system (Fig. 4).  

 

Figure 4: The X-bar and S chart shows an unsteady 
state.  The monitored data was divided into smaller 

data groups with plotted means and standard 
deviations.

 

Figure 3: Monitored control data from the preheater: With cold outdoor air temperatures, the measured supply 
temperature and the setpoint supply temperature for the airflow depict a cyclic behavior. 



                                                                                                                                                   

 

 

Then, based on the peaks and valleys in the data, as 
described under “Data analysis: Cyclic behavior 
detection”, the evaluation method indicated that the 
control loop is cyclic with an average cycle length of 
1637 seconds, i.e., around 27 minutes. Possible 
reasons for this behavior and solutions are also listed 
for the user in the GUI. Here certain function blocks 
are suggested to mitigate the cyclic effects, by 
smoothing out the setpoint function over time, as seen 
in Figure . For example, “Delay” is suggested, which 
is an OSCAT function module that delays an input 
signal by a customizable number of cycles. This could 
help in the current situation where signals depend on 
each other and are too volatile.  

Lastly, the cumulative integral KPIs are calculated as 
illustrated in Figure 6. It can be seen that the gradient 
of the IAE decreases slightly with time, which 
corresponds to the smaller cycle amplitudes towards 
the end of the data time-series. This highlights that the 
control loop may be stabilizing either with time or 
with the outdoor air temperature, i.e., the disturbance, 
which also stabilizes. The ITAE gradient on the other 
hand increases with time until the halfway point, then 
it somewhat stabilizes save for a few outliers, which 
can be attributed to persistent but non-increasing 
control errors. As a kind of tie-breaker, the ISE 
decreases with time, reinforcing the general evaluation 
that the control loop error gets smaller but remains 
persistent. 

 
Figure 5: Data analysis after detecting cyclic 

behavior, with possible performance improvement 
suggestions. Values in green are dynamic. 

User tuning  

As seen in Figure 5, reasons for control errors were 
accredited to either software or hardware faults. 
Within this use case example, software error handling 
was chosen as the attempted solution route. Therefore, 
the PLC controller code is changed, where a moving 
average function, via the “FT_AVG” function 
module, is used to smooth out the setpoint function. 
The considered past time frame for the moving 
average is as suggested in Figure 5: 3276 seconds or 
roughly 1 hour. This stabilizes the setpoint function, 
thus the control can be evaluated again in the 
algorithm to find further areas for improvement.  

Conclusion and outlook 

This work proposed an automated evaluation 
methodology for building automation control, 
presented within a cloud framework to enhance 
usability and system understanding. Within a use case 
based on an operating preheater in a real building, the 
methodology workflow was illustrated. Faulty 
behavior in the control system was detected, namely 
that it is heavily cyclic, and possible improvements 
were suggested. The implemented suggestions were in 
the form of control blocks from open-source 
automation libraries. Combined with a quantitative 
assessment through KPIs and a qualitative evaluation 
based on aggregated control theory knowledge, 
system behavior was analyzed and interpreted. 

As an outlook, the evaluation can be performed on 
subsets of the data, instead of on the data as a whole, 
to give recommendations that are more specific and 
generate more accurate KPIs. Similarly, the set of 
considered KPIs can be expanded. Lastly, the method 
can consider additional types of systems and 
subsystems for evaluation, to give more accurate and 
relevant feedback to the tester. That is why test users 
are welcome to try out the tool, which can be initiated 
by contacting the corresponding author.  
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Figure 6: Integral KPI calculations of the airflow supply temperature setpoint and measured values


