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ABSTRACT 

The advent of microcontroller applications within the 
Internet of Things (IoT) affords significant opportunities 
to analyze and improve energy efficiency, occupant 
comfort, and thermal distribution within a given 
environment. IoT devices can operate autonomously, 
collecting valuable data ranging from temperature, 
humidity, and air quality, to energy consumption and 
even behavioral patterns. When integrated into a 
framework using robust communication protocols, such 
as message-oriented middleware (MOM), additional 
features including hot-swapping, redundancy, and 
energy consumption can also be managed.  

This paper studies the development of such an IoT 
network operating within a unique residential setting. 
The home under study is a 2-story 1920’s era home, 
housing three graduate students, who live and work in it 
as a “living laboratory”. The house is currently 
undergoing a total electrical transformation to retrofit 
devices and appliances to operate on direct current (DC) 
power, which is supplied through a DC nanogrid 
infrastructure. Networked sensors and devices can 
leverage this DC grid through the use of technology such 
as Power over Ethernet (PoE), providing simultaneous 
power and data transfer over the same medium. IoT 
devices within this network can collect data across a 
wide range of sources, and utilize sensor fusion to 
provide insights into building metrics and thermal 
characterization. This design can also serve as a platform 
for future energy-saving modifications efforts and 
automated building controls. 

INTRODUCTION 
The concept of smart devices has existed for decades, 
dating back to the inception of the internet itself. Within 
the 21st century, this idea has continued to evolve into 
more advanced and integrated technologies, collectively 
known as the Internet of Things, or IoT. These 

technologies have been applied to numerous different 
settings, including home automation, healthcare and 
medical science, and industrial applications. IoT affords 
the capability to monitor and control a huge variety of 
devices over an ever-increasing range of protocols. From 
this perspective, the system of IoT can be analyzed in an 
analogous manner to the Open System Interconnection 
(OSI) model, which divides telecommunications into 
seven individual layers: Physical, Data Link, Network, 
Transport, Session, Presentation, and Application 
(Zimmerman 1980). In the landscape of IoT, 
corresponding layers include Infrastructure, Transport, 
Data Protocol, Device Type, Storage, and Application. 
Table 1 below illustrates these various layers, and 
existing representations of each one.  

Table 1 IoT Layers and Corresponding Instances 

LAYER INSTANCES 
Infrastructure IPv4/IPv6, 6LoWPAN, UDP, NanoIP 
Transport Wi-Fi, Bluetooth, ZigBee, LTE 
Data Protocol MQTT, AMQP, REST, Websocket 
Device Type ESP32, Arduino, RaspberryPi 
Storage MySQL, PostgresSQL, MongoDB 
Application Monitoring, Analysis, Data Mining 

Among each of the layers, arguably some of the most 
important are the Transport and Data Communication 
Protocol layers, which are often dictated in part by the 
environment and specific application to be used with. 
There are a variety of advantages and disadvantages 
between each type which is the central focus of this 
study. 

ENVIRONMENT AND ARCHITECTURE 

Building Environment 

The residential setting presented in this paper serves as 
the foundation for a novel type of nanogrid, which seeks 
to achieve a complete home conversion from Alternating 
Current (AC) to Direct Current (DC) power. The 
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nanogrid and microgrid nomenclature represent distinct 
layers in a DC distribution network in much the same 
way local and wide area telecommunication networks 
are related. A microgrid is typically defined as a 
community of homes and/or buildings, with shared 
energy generation and storage components. A nanogrid 
further refines this architecture to the confines of a single 
residence or building, with local energy production and 
storage characteristics (Burmester et al. 2017).   

The dwelling under investigation is a two-story 1920’s 
era home entitled “The DC House”, housing three 
graduate students and located in West Lafayette, IN. The 
DC House is situated on a 595 m2 (6,400 ft2) lot with a 
detached garage, and contains 208 m2 (2,236 ft2) of floor 
space. An implementation of a DC Nanogrid for the 
house has been designed with high voltage DC (HVDC) 
and low voltage DC (LVDC) buses, which will be used 
to sustain the IoT network and devices. Of specific 
interest is the LVDC bus, which supplies 48 VDC and 
can be used to support Power over Ethernet (PoE) 
technology. The nanogrid is supported by a bidirectional 
inverter tied to the outside utility, and contains both a 
14.3 kW solar panel installation and 23 kWh battery 
system to generate and supply power alongside, or 
independently from the grid. 

Local Communication Protocols 

For intra-communication between sensors, three primary 
types of communication methods exist. These include 
Universal Asynchronous Receiver Transmitter (UART), 
Inter-Integrated-Circuit (I2C), and Serial Peripheral 
Interface (SPI). Each method has distinct advantages and 
disadvantages which serve as critical determinants in a 
particular application. Specific applications of UART 
include RS232, RS422, and RS485, while I2C and SPI 
can be often be found together or interchangeably on 
various sensors and devices (Analog to Digital 
Converters (ADCs), Digital to Analog Converters 
(DACs), etc.).  

A primary benchmark for each communication option is 
the complexity and scalability. UART and I2C dominate 
this category, requiring only half as many wires (I2C), or 
a quarter as many (UART) compared to SPI to establish 
communication as SPI. However, UART is limited in 
terms of its scalability, only supporting a maximum of 
two devices in each communication chain. I2C supports 
up to 127 devices, while SPI has no theoretical limit at 
all, only being bound by the hardware employed or the 
intricacy of the messages being broadcasted. In terms of 
speed, SPI provides the fastest option of the three types, 
followed by I2C, with UART finishing last. Finally, in 
terms of features provided, SPI and UART support full 
duplex communication, while I2C offers only half 
duplex. In essence, I2C does not support bidirectional 

simultaneous communication on the same channel. 
However, I2C supports multiple master and slave 
relationships in a specific communication channel, while 
SPI permits only one master with many slaves. UART 
has no applicability to these relationships due to its one-
to-one relationship between devices (Leens 2009).  

In summary, the specific attributes of each 
communication protocol can be summarized in a tabular 
form as shown in Table 2. 

Table 2 Intra-Communication Protocol Benchmarks 

BENCHMARK 
PROTOCOL 

UART I2C SPI 
Complexity Simple Simple Complex 
Speed Slow Moderate Fast 
Device Support 2 127 Unlimited 
Duplex Support Full Half Full 

From these details, it is clear the choice of protocol is 
highly dependent on its application. For instances with 
device to device connection only, UART is a common 
selection. However, for IoT applications with the 
potential to add large numbers of sensors communicating 
on a single network, I2C or SPI may be better suited. For 
a single controller, SPI is a logical option, while I2C 
offers more decentralized communication and fewer 
single points of failure (SPOFs). Demonstrations of I2C 
and SPI are shown in Figure 1 and Figure 2. 

Figure 1 I2C Communication 

Figure 2 SPI Communication 
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Pins used in I2C and SPI communication include Serial 
Data (SDA), Serial Clock (SCL), Master-In Slave-Out 
(MISO), Master-Out Slave-In (MOSI), and Chip Select 
(CS). Of these, the CS pin is especially unique to SPI 
communication, which serves as a unique identifier for 
each downstream device to be controlled. 

Remote Communication Protocols 

Beyond the small-scale distances between immediate 
sensors and corresponding microcontrollers, other 
mediums of communication must be employed to 
maintain system feasibility and interconnectivity. Table 
1 indicates many of these options, including Wi-Fi, 
various Bluetooth protocols, ZigBee, etc. These methods 
need not be mutually exclusive within a given network, 
as patents currently exist outlining their conjoint 
operation (Dickey et al. 2018). 

Unlike local communication methods, additional 
mechanisms are typically necessary to support these 
longer-range connections, which are exemplified under 
the data protocol row in Table 1. Often an intermediary 
buffer is established between the individual elements of 
an IoT network, which forms the basis of message-
oriented middleware (MOM) communication (Albano et 
al. 2015). A MOM architecture provides a multitude of 
benefits in a communication network, most notably the 
flexibility for asynchronous and synchronous 
communication, decentralization between devices, and 
priority specification between messages. This is most 
often achieved through the use of publish/subscribe, in 
which a topic or queue serves as a buffer for messages. 
A queue provides point-to-point relationships, whereas a 
topic offers one-to-many. Using the transportation 
medium of any of the available infrastructures, messages 
can be transmitted from individual IoT elements and 
processed by interested subscribers. 

A common IoT MOM implementation is the MQ 
Telemetry Transport protocol, or MQTT. MQTT is a 
lightweight protocol (among both computationally and 
energy considerations), and provides significant 
resilience even in the presence of networks with high 
latency or unreliability. These features make it highly 
attractive for IoT networks, which are often composed of 
low-power devices and a unique variety of data 
exchanges and characteristics. The publish/subscribe 
nature of MQTT enables integration of devices with 
differing transmission rates, without impacting 
subscribers or data processing elements. In essence, each 
aspect of the network can be decoupled from the other 
components, using the MQTT broker as the 
intermediary. An illustration of these attributes in 
practice is demonstrated in Figure 3. 

An additional characteristic critical for these networks is 
the Quality of Service (QoS). The QoS represents the  

Figure 3 MQTT Broker Demonstration (Hillar 2017) 

confidence of message delivery and reception between 
each communicating element of the IoT system. 
Specifically, there are three defined QoS levels in MQTT 
representing the guarantee of delivery for a transmitted 
message. QoS 0 guarantees at most once, QoS 1 
guarantees at least once, and QoS 2 guarantees exactly 
once. These levels are individually clarified in Figure 4. 

Figure 4 QoS Levels of Communicating Devices 

As the illustration confirms, QoS 2 is the most complex 
but secure form of transaction. The client sends a request 
to publish a message, which is confirmed with an 
acknowledgement from the broker. Until this 
acknowledgement is received, the client will continue 
posting publish requests with a duplicate message flag. 
Once the acknowledgement is received, the message 
payload is transmitted to the broker. After the broker 
successfully processes the message, it responds with a 
final confirmation to the client. Until this confirmation is 
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received, the client maintains a copy of the message for 
safekeeping in case processing by the broker was 
unsuccessful. Ultimately, this four-part handshake 
ensures complete message delivery and receipt between 
two IoT entities (Hillar 2017). 

A final aspect of the QoS relationship is the potential for 
a downgrade of service. If two clients are involved 
between a given broker, each may maintain a different 
level of QoS. If the first client is equipped with QoS 2 
(and the broker supports it), the message will be 
delivered to the broker with QoS 2. However, if the 
second client subscribing to the broker has QoS 1, the 
broker will only deliver the message to the subscriber 
with QoS 1. As a result, the totality of the message 
delivery between client one and client two with have 
QoS 1. Other situations may arise where a given client is 
capable of QoS 2 delivery, but the corresponding broker 
only support QoS 1 or QoS 0. As in the previous 
example, the overall message transmission is then 
limited by the entity with the least QoS level. This is an 
important consideration when evaluating IoT network 
performance (Hillar 2017). 

SYSTEM SETUP 
With the essentials of the IoT system established, an 
appropriate messaging system can be selected. Although 
MQTT may exist as the predominant choice of 
messaging in the IoT space, other protocols may also be 
present (including Advanced Message Queuing Protocol 
(AMQP), Simple Text Oriented Message Process 
(STOMP), etc.), making it important to choose a 
messaging service with sufficient flexibility. Some of the 
most popular choices include RabbitMQ, HiveMQ, 
ActiveMQ, JoramMQ, Apollo, and Mosquitto MQTT.  

A distributed technology organization, ScalAgent, 
compared several of these technologies in a benchmark 
MQTT study and evaluated their capabilities and 
latencies (ScalAgent 2015). While RabbitMQ is highly 
flexible and capable server, it is computationally 
intensive in terms of size and resources and thus 
unsuitable for implementation within many System on a 
Chip (SoC) devices. In addition, the latest available 
version of RabbitMQ (version 3.8.3) currently supports 
only QoS 1, while Mosquitto provides QoS 2. Because 
of this, the Mosquitto server is a much better choice for 
the SoC and satisfies the device communication needs. 

Alternatively, the devices comprising the Single-Board 
Computer (SBC) category are far better adapted for the 
additional features afforded by the RabbitMQ server 
while satisfying its computational demands. As a result, 
both the Mosquitto and RabbitMQ servers can be 
integrated together, each working in tandem to support 
the holistic communication mechanism. A depiction of 
this network is illustrated in Figure 5. 

Figure 5 Mosquitto/RabbitMQ Network Integration 

PoE Protocols 

Although the IoT system can leverage Wi-Fi or other 
similar communication strategies to exchange messages 
and data, the devices must still be supplied with power. 
In smaller scale environments, it may be feasible to 
achieve this with USB cables or even batteries. However, 
in the case of a multi-floor home, as in the DC House, 
Wi-Fi may be insufficient in certain locations, and a 
multitude of devices renders a battery-based solution 
impractical. The DC House’s LVDC network is 
advantageous for the IoT devices, which all require 
various DC voltage inputs (e.g. 5 VDC, 3.3 VDC, etc.). 
As a result, a solution satisfying both the power and 
communication needs is higher desirable, and can be 
achieved through a specific DC technology: PoE. 

PoE was initially developed under IEEE 802.3af in 2003, 
which supported 15.4 W (0.021 hp) of DC power under 
a minimum supply of 44 VDC and 350 mA of current 
(IEEE802.3af 2003). This has increased under the latest 
IEEE 802.3bt protocol released in 2018, which now 
affords up to 100 W (0.134 hp) under a minimum supply 
of 52.0 VDC and 960 mA of current (per pair of wires in 
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4-pair mode) (IEEE802.3bt 2018). In this study, a PoE
Power Injector satisfying the IEEE 802.3at “PoE+”
protocol was employed, capable of producing a
maximum of 25.5 W (0.034 hp) at the output under a
minimum supply 50.0 VDC and 500 mA (IEEE802.3af
2003, IEEE802.3bt 2018). A typical use case is
illustrated in Figure 6 and Figure 7.

Figure 6 DC Nanogrid Integration with IoT using PoE 

Figure 7 IoT SBC Interconnection with SoC Sensors 

IoT Intra-Power Distribution 

SBC devices, such as a Raspberry Pi, often come 
equipped with 5 VDC and 3.3 VDC rails which are 
capable of powering local SoC devices. In the specific 
case of a Raspberry Pi 4 Model B, the manufacturer 
specifications indicate a power requirement of 5 VDC at 
a minimum of 3A, providing 15 W (0.020 hp) of power. 
Studies of the device under heavy load indicated a 
maximum current draw of approximately 1A, leaving 2A 

remaining for peripheral devices and other components. 
Tests of SoC devices, such as an ESP32, reveal typical 
current consumptions of approximately 100 - 200 mA, 
with current spikes around 500 mA. As a result, the SBC 
is more than sufficient to supply individual SoCs. 

In the reverse case, it is also necessary to consider each 
SBC device’s current draw with respect to the IEEE 
802.3 PoE protocol. These measurements are not solely 
necessary for determining whether or not the PoE 
mechanism can satisfy them, but for the specific level of 
PoE required. As discussed in the previous section, a 
range of PoE levels exist, which are summarized in Table 
3 (IEEE802.3af 2003, IEEE802.3at 2009, IEEE802.3bt 
2018). 

Table 3 IEEE Protocol Electrical Characteristics 

ATTRIBUTE 
IEEE PROTOCOL 

802.3af 
[PoE] 

802.3at 
[PoE+] 

802.3bt 
[4PPoE] 

802.3bt 
[PoE++] 

Max Power at 
Device [W] 

12.95 / 
0.017 hp 

25.50 / 
0.034 hp 

51 / 
0.068 hp 

71 / 
0.095 hp 

Max Voltage 
at Device [V] 

57.0 57.0 57.0 57.0 

Max Current 
at Device [A] 

0.350 0.600 1.200 1.920 

Min Ethernet 
CAT Needed 

3 5 5 5 

As the IEEE protocol level increases, the corresponding 
cost of the devices supporting them increases rapidly. 
For example, low-power 802.3af 15 W (0.020 hp) 
injectors can be obtained for around for 10 to 20 US 
dollars, while a single high-power 802.3bt 100 W (0.134 
hp) injector can reach into the hundreds of US dollars 
(IEEE802.3af 2003, IEEE802.3bt 2018). For a practical 
system implementation, the appropriate injector must be 
selected for each device to ensure adequate power is 
supplied without unnecessarily incurring additional cost. 

In the case of this IoT system, the SBC of choice was 
designated to be the Raspberry Pi models. To establish 
the required PoE protocol, power consumption was 
studied on each of the available models. This data is 
tabulated in Table 4. 

Table 4 Raspberry Pi SBC Power Consumption 

MODEL 
MAX POWER 

DRAW [W] 
MAX CURRENT 

DRAW [A] 
4B 6.4 / 0.009 hp 1.280 
3B+ 5.1 / 0.007 hp 0.980 
3B 3.7 / 0.005 hp 0.730 
2B 2.1 / 0.003 hp 0.450 
Zero 0.7 / 0.001 hp 0.120 
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These values were obtained under worst case conditions 
simulated by executing the Linux command “stress -cpu 
4”, which spawns four processes on the SBC CPU to 
perform mathematical computations. HDMI outputs 
were disconnected along with all other USB devices. It 
is worth noting that thermal considerations become 
necessary at these levels for a sufficient period of elapsed 
time. 

Figure 8 Residential IoT Network Implementation 

Residential IoT Layout 

From the findings in Table 4 and the architecture detailed 
in Figure 6, the IoT network design can be extended 
throughout the house. Combining the SBC IoT device 
and downstream sensors as an individual identifier, a 
depiction of the layout for the DC House can be 
constructed as shown in Figure 8. The specific monitors 
coupled with each SBC/SoC include temperature, 
humidity, pressure, illuminance, UV index, proximity, 
gesture, air quality, sound, water detection, and flame 
detection sensors. 

RESULTS AND DISCUSSION 

IoT System PoE Requirements 

The results of TABLE 4 indicate that PoE protocol IEEE 
802.3af is satisfactory to sustain an individual SBC 
device, even under maximum power consumption. 
Using the worst-case conditions for the Raspberry 4B 
model, approximately 6.6 W (0.009 hp) are available for 
additional SoC consumption. From the upper limit of 
typical consumption, 200 mA, at an input supply of 3.3 
VDC, each device consumes approximately 0.4 W 
(0.001 hp), yielding a sustainable ratio of SoC devices to 
a single SBC of 16:1. As a result, a highly affordable and 
scalable PoE-based network is feasible employing IEEE 
802.3af 15 W (0.020 hp) injectors connected to SBCs 
and corresponding SoCs in strategic locations. 

IoT System Demonstration 

Following the architecture described in Figure 7, a proof 
of concept (PoC) for such a system can be demonstrated 
to validate the design. An SBC Raspberry Pi 4B is used 
in conjunction with a SoC ESP32 microcontroller 
attached to multiple downstream sensors over an SPI 
communication channel. A realization of this system is 
presented in Figure 9. 

Figure 9 PoE-Driven IoT PoC 
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An active PoE splitter is used to provide both power and 
communication to the Raspberry Pi from the DC 
nanogrid, as illustrated previously in Figure 6. The 
Raspberry Pi provides a 3.3 VDC power supply to the 
ESP32, and the ESP32 3.3 VDC power rail drives each 
of the downstream sensors. The ESP32 is programmed 
in C++ using the PubSubClient library to post messages 
to the MQTT broker residing on the Raspberry Pi. The 
code responsible for posting messages to the broker is 
achieved through a successful Wi-Fi connection, 
connection to the broker, sensor read, and finally data 
postage to the broker topic. The key steps of this process 
are detailed in Figure 10. 

Figure 10 SoC C++ Code for using the MQTT Protocol 

While this code executes on the ESP32, Python code to 
establish and host the MQTT broker is performed on the 
Raspberry Pi. The serial output from the ESP32 can then 
be used to verify the building data against that being 
posted to the MQTT broker on the Raspberry Pi. 

Data Visualization 

Following the successful demonstration of the IoT 
system, the collected data in the MQTT broker can be 
utilized by any other subscriber for further analysis, 
safety reporting, or informational dashboards. Node-
RED is a popular tool which provides a variety of 
gauges, charts, and other flow-tools which can be used 
to display, manipulate, and signal events. An illustration 
of this tool used with the previous data collection is 
detailed in Figure 11 and Figure 12. Another tool known 
as Grafana can also interface with time-series databases 

and represent the data through dashboards such as the 
one illustrated in Figure 13. 

Figure 11 Node-RED Data Visualization Tool 

Figure 12 Node-RED Dashboard Display 

Figure 13 Grafana Dashboard Display 

CONCLUSION 
A DC nanogrid affords a unique opportunity to transform 
a residential building into a “smart home” through the 
employment of an IoT sensor network. Galvanizing the 
IoT system with PoE technology enables the dual-
purpose of Ethernet cable beyond high communication 
throughput to also power the same devices being 
communicated with. In addition, power provided to these 
devices can be further leveraged to support devices even 
further downstream without imposing additional 
complexity within the power distribution network.  
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PoE affords an all-in-one solution to the DC House 
environment, avoiding issues broadcasting sufficient 
Wi-Fi signal strength to each area of interest and running 
numerous cables all over the house to each device. In 
addition, the installed ethernet cables can also be used 
for other electronics inside the home (computers, game 
consoles, TVs, etc.), and provide PoE to other 
compatible devices (lighting, cameras, etc.).  

In terms of the system architecture, the coexistence of 
both the Mosquitto and RabbitMQ servers within the 
SBC provides the highest level of QoS service between 
devices, and also enables increased interfacing potential 
outside the MQTT communication structure. The dual 
servers increase the overall reliability and robustness of 
the system, and support a decentralized network 
independent from a single entity (and thus a SPOF). As 
the IEEE PoE protocol continues integrating into other 
popular connections (USB-C, Thunderbolt, etc.), the 
utility of these networks will also benefit a variety of 
other aspects.  

A future publication will describe the installation of this 
system into the residential environment described in this 
paper, as well as the system costs, performance, and 
detailed electrical integration within the DC nanogrid. In 
addition, behavior under adverse conditions is also 
planned for study, including under/over voltage 
scenarios, injector failure and degradation, and unstable 
load conditions. These tests can be used to establish the 
robustness of the system and its resilience under 
deficient power and communication modes. 
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NOMENCLATURE 
AC Alternating Current 

AMQP Advanced Message Queuing Protocol 

CS Chip Select 

DC Direct Current 

HVDC High Voltage DC 

IoT Internet of Things 

I2C Inter-Integrated-Circuit 

LVDC Low Voltage DC 

MISO Master-In Slave-Out 

MOM Message-Oriented Middleware 

MOSI Master-Out Slave In 

MQTT MQ Telemetry Transport 

OSI Open System Interconnection 

PoC Proof of Concept 

PoE Power over Ethernet 

QoS Quality of Service 

REST Representational State Transfer 

SBC Single Board Computer 

SCL Serial Clock 

SDA Serial Data 

SoC System on a Chip 

SPI Serial Peripheral Interface 

SPOF Single Point of Failure 

STOMP Simple Text Oriented Messaging Protocol 

UART Universal Asynchronous Receiver Transmitter 
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